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WEB SITE COBROWSING 

Background of Invention 

[0001] This invention relates generally to browsing web sites, and more particularly to 
two or more users cobrowsing web sites concurrently in a synchronized manner. 

[0002] Browsing the Internet's worldwide web (WWW, or the "web") has become a 
popular and common activity. Information on the web is typically stored in data 
files referred to as web pages, which may be formatted according to a markup 
language, such as the HyperText Markup Language (HTML), and the extensible 
Markup Language (XML). The web pages are usually organized into web sites. A 
computer program or software component, referred to as a web browser, allows 
the user to navigate different web sites, and view different web pages on those web 
sites. This activity is referred to generally as web browsing. 

[0003] Web browsing has traditionally been a single user experience. A user starts the 
web browser on his or her computer, or other computing device, and enters in a 
web site to begin browsing. The general usefulness of web browsing, however, has 
led some to introduce cobrowsing. In cobrowsing, as one user browses the web 
with his or her web browser, other users see the same web pages on their web 
browsers. That is, the latter users' web browsers are synchronized with the former 
user's web browser. Cobrowsing is useful in many different situations. For 
example, in electronic commerce, a customer service representative can cobrowse 
a merchant's web site with a customer. The representative may lead the 
cobrowsing session, showing the customer where certain products are described 
on the web site. Alternatively, the customer may lead the cobrowsing session, 
going to various pages on the web site, and asking the representative questions 
about the products displayed on those pages. 
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[0004] Another cobrowsing application is distance learning. In distance learning, a 

professor may lead a cobrowsing session, such that the students' web browsers are 
synchronized with the professor's web browser. When the professor posits a 
question to the students, he or she may then select a student to answer the 
question, such that the selected student may receive temporary control over the 
cobrowsing session. Cobrowsing is also useful for recreational purposes, where 
friends may wish to browse the web together. Technical support is another 

■ _ a *._U«;*-^I cnnnnrt aHvi^PT rail show a user with a 

application tor coorowsmg. m ie«-iu.i«.«. ^-~ c - - 

computing problem, for example, where to find help on the web. 

[0005] Current cobrowsing approaches, however, are limited. One common approach 
is based on the T.l 20 conferencing standard. In this conferencing approach to 
cobrowsing, the part of the web page that the user who is leading the cobrowsing 
session is viewing is saved as a graphics file, such as a bit map file. This graphics 
file is then sent to the other users, and displayed. As the lead user navigates 
different parts of the same web page, as well as different web pages, graphics files 
are continually saved and sent to the other users. This approach is problematic 
because a large amount of data must be continually sent. Because most users still 
do not have high bandwidth Internet connections, the resulting cobrowsing session 
is often very slow. Furthermore, the conferencing approach usually requires that 
each user participating in the cobrowsing session have the same conferencing 
application, running on the same operating system. 

r° 006] Another cobrowsing approach is referred to as the hyperlinks approach. In this 
approach, as the lead user of the cobrowsing session navigates different web 
pages, the addresses of those web pages, also known as hyperlinks, are sent to the 
other users. The web browser of each user downloads the web page independently 
of the other users. This approach overcomes the bandwidth problem of the 
conferencing approach, since only web page addresses are transferred between the 
lead user and the other users. However, the hyperlinks approach is 
disadvantageous in that it is not very granular. Many web pages are very large, and 
contain a significant amount of information. Usually, a user is interested only in a 
part of a web page, such that he or she may have to scroll within the web page so 
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that the desired part, containing the desired information, is viewable. Since only 
the address of the web page is sent to the other users, however, the lead user has 
no way to indicate which part of the web page is of interest. The granularity of the 
Hyperlinks approach, in other words, is on a web page basis, and does not allow 
synchronization on a more granular, partial web page basis. 
[0007] For these and other reasons, there is a need for the present invention. 

Summary of Invention 

[0 008] The invention relates to cobrowsing web sites. For a cobrowsing session 
between a first client of a first user and a second client of a second user, the 
cobrowsing session is first initiated. The clients of the users can be computers, or 
other computing devices having web browser software components or web browser 
computer programs. The f.rst user is initially the leader of the session. He or she 
browses a web site on the first client. The f.rst client sends to the second client a 
synchronization message. The synchronization message indicates one or more 
commands. 

[0009] The commands indicated by the synchronization message can include, among 

others: 

[001 0] . the current page of the web site being browsed on the first client by the first 

user; 

[001 1] . the current relative position on the current page being navigated and viewed 

by the first user on the first client; 
[001 2] • a portion of the current page as highlighted by the first user on the first 

client; 

[001 3] • a change of focus from a first browser window to a second browser window 

by the first user on the first client; and, 
[0014] • a resizing of the current browser window by the first user on the first client. 

[001 51 Each of these commands, in other words, indicates a browsing action 
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performed by the firs, user on the nrs, diem. The second client receives the 
synchronization message, and cobrowses the web site in accordance with the 
m essage and its included commands. Cobrowsing continues u„ti, the cobrowsing 

session is terminated. 

[00161 The invention provides for greater cobrowsing granuiarity than tha, afforded by 
the prior art. For example, as the first user scroils within the current web page to 
bring an area of interest on the page into view, the synchronization message 
indicates this scrolling. This causes the cobrowsing of the web site by the second 
Cent to correspondingly bring the area of interest into view. As another example, 
when the user highlights text on the current web page, the synchronization 
message indicates this highlighting, causing the cobrowsing of the web site by the 
second client to correspondingly highlight the same text. 

,00, 71 The firs, user can transfer control of .he cobrowsing session to the second 

user. S,mi,ar,y, the second user can request tha, control of the cobrowsing session 
be transferred by the firs, user to him or her. In one embodiment, the cobrowsing 
session is initiated, and synchronization messages transferred, in accordance w,h 
a preexisting protocol, such as the Session ,ni,ia,ion Protocol <S,P>. In another 
embodiment, the cobrowsing session is initiated in accordance with a first 
preexisting protocol and the messages are transferred in accordance with a 
second preexisting protocol. For example, the firs, protocol may be the SIP, 
whereas the second protocol may be the Transmission Control Protocol/Interne. 
Protocol (TCP/IP). 

r \ ^00, 8, Still other a/pects, advantages, and embodiments of the invention, besides 

those describ/here, will become apparent be reading the detailed description, and 
/ referring to «he drawings. 

Brief Description of Drawings 

[00 1 9] FIG. 1 is a diagram showing cobrowsing among three users in accordance with 
the invention. 

[00201 FIG. 2 is a flowchart of a method showing the general approach for cobrowsing 
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in accordance with the invention. 
, 002 „ FIG. 3 is a diagram of a web page greater * s*e *» that which browser 

windows of clients can display. 
[00221 no. 4 is a diagram of the page .ayout - a web page as specified in accordance 

with the Document Object Model (DOM). 
100231 PIC. S is a diagram of a system that can Implement the Invention. 
10024] BC. 6 is a diagram of an example combed device In conjunction with 
which the invention can be implemented. 

Detailed Description 

, 00251 ,„ the following detaiied description of exemplar embodiments of the 
10 ' i„v „on,referenceismadetothe accompanying drawings tna, form a part 
hereof and in which is shown by way of illustration specific exemplary 

I lints ch the invention may be practiced. These embodiment are 

libed ,n sufficient detail to enable those billed in the art to pracce *e 
nltion. Other embodiments may be utilized, and logical, — ^« 
Id other changes may be made without departing from the sp,r„ or P o, , 
pre sent invention. The following detailed description Is, therefcre, « 
1 a limiting sense, and the scope of the present Invention ,s denned oniy by 
appended claims. 
(00261 Cobrowsing with increased granularity 

lOOH, F , c ., sh0 ws a diagram , 00 In which cobrowsing is being performed among 

^rt£Z™ ia fl rstuser,whoispresumedtobe 

::rr: r - 

communicatively connected to the Internet .02. Each 
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„ on Each also has a web browser window currentiy being d.splayed. 
running thereon. Each so ^ ( , o 

Specmca ll v,thes e condc 1 , e ntl0 8 d,splays,he ^ ^ 

t „e rhird chen, U2 displays the web browser w,ndo„ n4.The 
and the third Cent <1 2 are -.roiled by a second user and a th.rd user, 

respectively. 

As the nrst use, navigates web pages and web sites, such tha, di^ren, parts 

anH different web sites are displayed in the 
of „eb pages, different web pages, ^ ^ _ 

■ j rt u ( infi the windows 110 and MH«»"y 
b rowse, w,ndow 06 * ^ ^ ^ ^ , 06 , 

,„format,on. That ,s, the ^rto*, occurs 

browsing on the second and h , c < ^ 

It ,e —on disced in the ^ " The first 

s¥nc h,oni Z ed with the information dispiayed ,n t e - « ^ 

- m ~~rs=ss====' 

. nrs. user and a s c nd ^ ^ ^ ^ ^ ^ 

among more than two users as well, a r ,« initiated (202). The first 

browsing by the first user (206). The seco rnna user on the second 

M (208) and cobrowsing is accomplished by the second user 
message (208), ana cou * Browsing (204), 

djent , accordanC e with the synch— ~ he messages 

sending synchronization messages by the f,st Cent 
by th e second client (208), and cobrowsing (2!0) are repeated (2! 2) 
cobrowsing session is terminated. 



[0° 3 °! ca nt from the first client to the second client 

The synchronization message sent from the 



Page6of34 



[0031] 



includes one or more commands ,o indicate the browsing by the first user on the 
first client, so that the second user on the second ciient can cobrowse in a 
synchronized manner. One of the commands indicates that the first user has 
navigated to a new page of a web site. The synchronization message indicates th,s 
page by its address. When the second ciient receives the synchronization message, 
i, causes the current browser window for the cobrowsing session to navigate to 
this page as wel,. If no current browser window for the session is open, then a new 
window is first opened before navigating to the new page. 

Another command indicates that the firs, user has scrolled within the current 
page vertically and/o, horizontally on the f,rs. client, such that the current relative 
position of the current page being navigated and viewed on the first client has 
changed. For example, as shown in the diagram 300 of RC. 3. the web page 302 is 
larger, both horizontally and vertically, than the first browser window 320 of the 
firs, client can display. By scrolling horizontally and vertically, the first user 
effectively moves the firs, browser window 320 over different parts of the web 
page 302 The synchronization message indicates this change in the current 
relative position of the current page being navigated and viewed. When the second 
client receives the synchronization message, it causes the browser window of the 
second client ,o likewise scroll to the same relative position. As shown ,n FIC. 3, 
the second browser window 322 of the second client has Its top-left corner 
synchronized over the web page 302 with the first browser window 320 of the first 
client. 

[00321 Jhe web page 302 is mai up of a number of constituent markup language 
(T^7 e.ements 204, 206, 208, 2l/. 212, 214, 216, and 218. For example, the elements 
} / may be HyperText Markup /anguage (HTML) elements, extensible Markup 
L/ Language (XML) e.ements ir different types of e.ements. The page layout of these 
e.ements is preferably sp/cified in accordance with a preexisting page layout 
specification model, sue/as the Document Object Mode. (DOM). DOM is a standard 
maintained by the Wor.f Wide Web Consortium, also referred to as W3C. More 
information regarding AoM can generally be found at the Internet web s.te 
wwww3.com/dom. A. 4 Is a diagram 400 showing how an example web page ,s 
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specified according to 6oM. From the root node 402, there are a number of tags 
404, 406, 408, each Jf which specify a different element. Frames, such as the 
frame 410, can alsc/depend from the root node 402, or from other frames. Each 
frame also has a /umber of tags specifying different elements. For example, the 
frame 41 0 has ttte tags 41 2 and 41 4. 
[0033] To indicate the current relative position that has been scrolled to, therefore, 
the synchronization message first identifies one of the tags in the DOM 
specification of the current web page. The synchronization message also indicates 
the relative position within the element specified by the identified tag, as a 
percentage in each of the horizontal and vertical directions. For example, in the 
web page 302 of FIG. 3, the synchronization message would identify the tag for the 
markup language element 308, because the upper left-hand corner of the first 
browser window 320 is positioned over the element 308. The synchronization 
message would also identify the percentage down in the vertical direction of the 
position of the window 320 over the element 308, as well as the percentage right 
in the horizontal direction of the position of the window 320 over the element 308. 
When the second client receives this synchronization message, it can then position 
its second browser window 322 in the same place over the element 308. 

[0034] The synchronization of the current relative position of the first browser window 
320 and the second browser window 322 is preferably accomplished relative to the 
upper left-hand corners of the windows 320 and 322. This is because the first 
client may have a different screen size and resolution than that of the second 
client, such that the first client can show more or less information in its browser 
window 320 than the second client can in its browser window 322. For example, as 
shown in FIG. 3, the first browser window 320 is larger than the second browser 
window 322, indicating that the former has a larger size than the latter. Therefore, 
even when the windows 320 and 322 are synchronized, the window 320 still shows 
more of the web page 302 than does the second window 322. 

[0035] , ... 

The commands included in the synchronization message can also include a 

command indicating that the first user on the first client has highlighted a portion 
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of the current page being navigated and viewed. The granu,ari.y in highlighting 
, hat can b. achieved is that a single element Che DOM-specified page layout o, 
the web page can be highlighted. When the second client receives such a 
sv „chron,zat,on message, i. correspondingly highlights the indicated element. 
A „o,her command indicates that the firs, user has resized the current browser 

pixels, of the new size of the window. When the second client receives a 
synchronization message specifying resizing, it correspondingly resrzes t..e 
browser window on the second client. 
,003« Where there is more than one browser window on each client in a given 
cobrowsing session, usually only one of the browser windows is 
This current browser window is said to have focus. For exam P .e, the firs, user may 
have one browser window to show one web page, and another browser wmdow to 

oth er of the windows. When the first user changes window focus while brows.ng, a 
command is sen, in the synchronization message to indicate this change „ focus. 
When the second client receives the synchronization message, i, correspondmgly 
changes the focus between windows as well. 

Finally, another command that can be included in the synchronization message 
;s to transfer control o, the cobrowsing session from the f,rs, user to the second 
user After control has been transferred, the second user becomes the leader ofthe 
cobrowsing session, such that his or her browsing actions are reflected ,n 
synchronization messages sen, to the f,rs, client. The synchronization messages 
cause ,he cobrowsing activity by the f,rs, user on the f,rs, client to mirror , at of 

control o, the cobrowsing session be transferred from the f,rs, user to him or he,. 
,f the firs, user agrees ,o ,h,s regues,, ,hen con.ro, is transferred ,o the second 
user from the first user. 
[0038, Specific implement of cobrowsing with increased granularity 
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[00391 HC. 5 shows a diagram SOO of parts of a cllen. system, such as a computer « 
'other computing -ice, - - - ^ 

computer program. The browser process S02 includes three types of contro, 
Software components, or software objects: a navigation control 504, °^ ° r J°' 
Bering controKs, 506, and a cobrowse control 508. The „av,gat,on contro, 504 

;;; he ; ma . — »~~ *— «• - — r; ::t 

web pages. The rendering controi(s) 506 render content down.oa.ed -y t, 
llgal contro, 504. There can be, for example, a different rendering con., for 
each type of content downloaded, such as one for HyperTex, Mar k u P Language 
(HTML) content, one for eXtenslbie Ma*up Unguage (XMU content, and so on. 
rdowse contro, 50S implements the cobrowsing functionality for the browser 

process 502. 

Specific* where the browser process 502 initiates a cobrowsing session, the 
browsing contro, 508 formuUtes an invitation and sends it to another browser 
,5,4, through the Session interface Protocol (SIP) application programme 
interface <AP,» 5,0. SIP Is a protoco, for creating, mod W ng, and terminating 

with one or more participants. „ is maintained by the 
Tasx Porce «m. and further information regarding SIP is located on the 
„ www.letf.org in genera,, and atwww.ietf.org/ids.by.wg/sip.htm, in parucula, _ 
Lides S,P, other preexisting protocols can a,so be used to estabiish a cobrowsmg 



[0040] 



session. 
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Assuming that the invitation is accepted, and that a cobrowsing session 
resu ,ts, synchronization messages can subseguentiy be sent and .cerved In two 

Second, the messages may be sen, and received through the Transm,ss,on Control 
Protocol/internet Protoco, (TCP,IP, 5,2. Alternatively, a different preexisting 
p ,,ocol. other than SIP or TCP/IP, may also be used ,o send and receive messages. 
,„ any case, the messages are ultimately sen. to and received from the other 
browser over the Internet (514). 
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,.onn SIP beqins with initiation of a SIP 
ThP initiation of a cobrowsing session using W oeg. 

The initiation Description Protocol 

session with cobrowsing as a new med.a type in 

f thp ttsslon SOP is a protocol intended for descr.bmg 
/cr^ Hp<;rriDtion of the session, :>ur i^k 

(SDP) descr.pt.on announ cement, session Invitation, 

i:r:i::-— ~- 

rrfina SDP is located on the Internet at vww.ietf.org in 

and further information regarding SDP is local 

« ,*Mr2327oa in particular. Along with the new 
general, and at www.ietf.org/rfc/rfc2327.txt.np 

clients can then use this information as desired. 

The SDP extension that can be used is as follows. The new media typ* is 
^cobrowsing. There are also a number of new media attributes. 
a ,p,a,form:<text> specifies the platform on which the browse, prog - 
running. a=browserry P e ; <text> and a=browse™ersion:«ext> specifies the type 

, ■ •„„ resnectively a .browserheight:<integer> and 
of browser, and its version, respective * ^ ^ ^ 

a=b rowse W idth : <in,eger> specifies th *» the „„ mber 

and width, respectively, in pixels. a»co,orsdepth.<in,eger> p 

of bits per pixel used for colors on the destination device or buffer. Similarl , 

tur „ed on. If the attribute is present, then the images are ' 
a-cookiesdisabled specifies whether ciient-side cookies are enabled ,n the 
• bl P.og-am. If *e attribute is absent, they are enabled, and if it is present, 
"are is led. finally, a-Javadisabled speci.es whether 
He OVM) is enabled in the browser. If the attribute is absent then the JVM ,s 
enabled, and if it is present, then the JVM is disabled. 
.04, ^ cobrov(5ing participants can exchange cobrowsing information by sending 
Sip req „ests with a new method, referred to as the cobrowse method. The eoues 
„ i e sal resource identifier (U„ is a standard SIP universal resource ocato KU 

field, a call-id field, a c-seq number, and a v.a header. The 
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target of the request. The from field identifies ft. originator of the re q ue S t. The 

call-id field identifies the cobrowsing session. The c-seq number identifies the 

particular request response transaction. 
,0045] The cobrowse request may also include a w,n-id header and/or a UR.-id 

header. The win-id header identifies the browser window in the cobrowsing 
session. More particularly, the win-,d is a genera, header used to identic the 

. d _... „. ,„ rir h the specified command is to be implemented. Each 

browser window is assigned a unique w,n-id for identification purposes. The.leader 
client of the cobrowsing session assigns this id a, the time the browser window ,s 
opened. This is done to direct the cobrowsing commands to the correct window. 
Both the leader client, as well as the other clients, keep track of the id's, and can 
specify them in any cobrowsing command. The win-id for each browser window 
should be uniquely defined in the context of one cobrowsing session, and among 
a„ participants. The syntax of the win-id header is: W,n-,d . ( "Win-id" I TO 
integer. 

The URI-id identifies the URI-cookle pal, in the browser window. A cookie 
generally is a small data file created by a server, but stored on a client. The URHd 
more particularly is a genera, header used to identhy the URI-cookie pair loaded in 
the main browser window, it is an optimization that, in conjunction with the win-id 
header allows the leader client of the cobrowsing session to specify an absolute 
context for eve^ command that it sends. Each client builds a map of URHd* to 
URi-cookie pairs as the leader client defines them. By checking the URHd * a new 
command with the UR.-id of the currently loaded page, a client can veri* whether 
the proper web page has been loaded. The URI-id is a unique number ,n the 
context of a given win-id. When a new browser window is opened within a 
cobrowsing session, the URI-id is se, to zero. As the session progresses, the value 
of the URI-id for a particular browser window is incremented by one each time a 
new page is loaded in that browser window. The syntax of the URHd header ,s: 
URHd = CURI-ld- 1 "ID ■:• integer. 

100471 The cobrowse request must also contain a body that contains the cobrowse 
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commands, in paramos, and optionally additional context. The body ,s 
formatted in accordance with XML. The syntax of the cobrowse request ,s: 
CoBrowse = "COBROWSE." The following commands are supported: control, 
newpage, scroll, highlight, focus, and resize. The syntax of the commands is: 
CoBrowsingCmd . "CONTROL" I "NEWPAGE" I "SCROLL" I "HIGHLIGHT" I "FOCUS I 
"RESIZE". 

[00481 The control command has one text parameter, which can be either REQUEST or 
TRANSFER. The control command is used to transfer session control between two 
cobrowsing clients. One of the clients is the leader. The other client can ask for 
control of the session by sending a control request request. The control .s 
transferred only after the leader sends a successful control transfer request. The 
,eader can also voluntarily initiate transfer of the control by sending a control 
transfer request. 

,0049, The newpage command is used by the leader client to load a UR, in a browser 
window or frame of the other clients. The message body contains the window or 
the frame, which loads the new page. The message body also includes the UR, 
itself, and the cookie, if needed, of the page to be loaded. This command can be 
used to load a new page In an already opened browser window, o, its frames, or 
open a new browser window with the specified page. To open a new browser 
window, a new win-id is used. 
[0050] The scroll command Is used by the leader client to scroll a particular web ^ 
orowser window of the other clients to a certain position. The message body of ,h,s 
command contains information about the window o, frame which that is to be 
scrolled. The final position after scrolling is specified by the element In that 

window or frame is specified, the browser window identified by the unique wln-id 
is used Where the element is not specified, the window or frame scrolls by the 
percentage specified. In the case where no percent is specified, the window is 
aligned at the top of the element. 
[0051] Tne highlig ht command is used by the leader client to highlight text in the 

Pagel3 of 34 



brows er windows o f the other Cents. The message h* of the command -« 
information about the window or .»« and the element contain,,, the e t * b 
hig h,i g h,ed. The focus command is used by the (eade, Chen, to change the browser 
JL current, in focus a, the other Cents. Hna,,, the resize comman 
bv , h e leader Cent to chano, the browser window size of the other Cents. The 

. . 0 , .u. ~ e „wl rail includes an XML document, which itself 

T00521 The message Doay o. i..c ...e a. 

contains a cobrowsing command and its parameters. The XML document is 
formatted according to the following XML schema. 

[0053] 
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<?xml version-'l.O" ?> 

<i~ Conforms to XML Data subset for Ih :> , . t .. 

- <Schema name=»Cobro W se.dtd« xmlns-'urn^hemas-m.crosoft-com.xml-data 
" xmlns dt= M urn:schemas-microsoft-com:datatypes * 

-<ETemenlTypename^ content- eltOnly order= one 

<dement type= M CONTROL" />. 
<element type- SCROLL" /> 
<element type="HlGHLlGHT" /> 
<element type-NEWPAGE" /> 
<element type— FOCUS" /> 
<elementtype-RESIZE n /> 
</ElementType> 

= <Ele m entType ^^^^^Sler^ dt: values- Request 

<AttributeType name-^ControtType dt.type- enumcai 

Transfer" default— Request" f> 
<attribute type— ControlType" /> 

-scroll- 

~ <element type="Context" minOccurs=»0" maxOccurs- 1 > 

<e ement ^"Nodelndex" minOccurs=" * «™Q«^ £ 
<element type="ScrollPercent"minOccurs="0» maxOccurs- 1 /> 

- <aemcrt?ypename="HIGHLIGHT" content-ehOnly" order="seq"> 

<element type— Context" l> 
<element type— Nodelndex" /> 

.SSS£L*^AGe- content-eltOnly" order-seq^ 
<element type="Context" t> 

<element type="URI" /> rc -"i"/> 
<elementtyp e ="Cookie"minOccurs="0» maxOccurs- 1 f> 

</ElementType> . 
<F1ementTvpe name="FOCUS" content= empty /> 
. SrXe name=»RES 1Z E« content-eltOnly" order=»seq > 

<element 1ype="Height" /> 

<e1ement type="Width" /> 

</ElementType> „rv,n,» r,rrl P r="<;ea"> 

- <ElementType name="Ccmtexf' conten = eltOnly order seq > 
' <elementtype="Fr a me»rninOccurs="0" maxOccurs-* l> 

.? E trSrna m e="NodeIndex» content- eUOnry" order=»seq»> 
<element type— TagType" /> 
<element type— Taglndex" f> 
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<element type=" Align" minOccurs=»0" maxOccurs="l " l> 

AlignBottom AlignCenter" default="AlignTop l> 
Ottribute type="AlignType" /> 

5^;C..=- W conte„t="eltOnly» ordo-seq^ 
<element type="Framelndex" /> 
<element type="URICookieId" /> 
<element type="URI" minOccurs=»0» maxOccurs= 1 /> 
<element type="Cookie» minOccur S =»0» maxOccurs- 1 > 

<F1e m entTvoe name="URlCookield" content="textOnly dt.type im / 

<EkmentT y pename="TagIndex»cont e nt=»textOnly dt.type- mt /> 

c/Schema> 

Thus the leader client first sends a newpage cobrowse command containing 
the UR. and cookie, if necessary, of the web page it is viewing. The win-id contams 
a uniquely assigned identification for the browser window and the UR.-id contains 
a uniquely assigned identification for the UR.-cookie pair. On receiving the 
newpage command, each of the other clients opens a web browser window, 
associates it with the received win-id, and navigates it to the specified UR. and 
cookie. These clients also associate the UR.-id to this UR.-cookie pair for future 
reference. 

If the main document includes frames, and the frames are navigated to a 
different UR. than their default, the .eader client sends a newpage command for 
each frame that needs to be synchronized. These requests contain the same w,n-,d 
and uri-id to show that the command is to be applied in the same browser window, 
with the same main document. The newpage command contains additional context 
inside the message body that identifies the frame that needs to navigate to a new 
URI If the leader client switches to a new UR. in the browser window, it sends a 
newpage command with the same win-id, but with an incremented uri-id to be 
associated with the new URI-cookie pair. 

[0057] The other commands do not change the main document, but rather affect its 
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display The win-id and uri-id can be used for these commands to identify the 
context of the browser window. If the action does no, occur inside the mam 
window, but rather inside one of the frames, they wiil provide in the message body 
additional context containing the frame index and Its URI. Any of the Cents can 
request control of the cobrowsing session by sending a control cobrowse 
command with request as the parameter. However, contro, ,s only transferred when 
the leader sends a contro, cobrowse command with transfer as the parameter ,n 
response. 

[0058] Example Computerized Device 

FIG 6 illustrates an example of a suitable computing system environment , 0 
„„ which the invention may be implemented. Fo, example, the environment 1 0 can 
be a client that participates in the cobrowsing session. The computing system 
environment 1 0 is only one example of a suitable computing environment and ,s 
not intended to suggest any limitation as to the scope of use or functionality of the 
invention. Neither should the computing environment 10 be Interpreted as havng 
any dependency or requirement relating to any one or combination of components 
illustrated in the exemplary operating environment 1 0. In particular, the 
environment 1 0 is an example of a computerized device that can implement the 
servers, clients, or other nodes that have been described. 

The invention is operational with numerous other general purpose or special 
purpose computing system environments or configurations. Examples of we,, 
Known computing systems, environments, and/or configurations that may be 
suitable for use with the invention include, but are no. limited to, personal 
computers, server computers, handeld or laptop devices, multiprocessor systems 
microprocessors. Additional examples include se, top boxes, programmable 
consumer electronics, network PCs, minicomputers, mainframe computers, 
distributed computing environments that inciude any of the above systems or 
devices, and the like. 

[0061] The inven tion may be described in the general context of 

computerisations, such as program modu.es, being executed by a computer. 
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Generally, program modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or implement particular abstract 
data types. The invention may also be practiced in distributed computmg 
environments where tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed computing 
environment, program modules may be located in both local and remote computer 
storage media including memory storage devices. 
[0062] An exemplary system for implementing the invention includes a computing 
device, such as computing device 10. In its most basic configuration, computmg 
device 1 0 typically includes at least one processing unit 1 2 and memory 1 4. 
Depending on the exact configuration and type of computing device, memory 14 
ma y be volatile (such as RAM), non-volatile (such as ROM, flash memory, etc.) or 
some combination of the two. This most basic configuration is illustrated by 
dashed line 1 6. Additionally, device 1 0 may also have additional 
features/functionaHty. For example, device 1 0 may also include additional storage 
.(removable and/or non-removable) including, but not limited to, magnet.c or 
optica, disks or tape. Such additional storage is illustrated in by removable storage 
18 and non-removable storage 20. 
[0063] computer storage media Includes volatile, nonvolatile, removable, and non- 
removable media implemented in any method or technology for storage of 
information such as compute, readable instructions, data structures, program 
modules, or other data. Memory 14. removable storage ,8. and non-removable 
storage 20 are all examples of computer storage media. Computer storage media 
includes, but is no, limited to. RAM. ROM. EEPROM, flash memory or other memory 
technology, CDROM. digital versatile disks (DVD) or other optical storage, magnetic 
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, 
or any other medium which can be used to store the desired information and which 
can accessed by device 1 0. Any such computer storage media may be part of 
device 1 0. 

100641 Device 1 0 may also contain communications connection(s) 22 that allow the 
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device to communicate with other devices. Communications connection(s) 22 is an 
example of communication media. Communication media typically embodies 
computer readable instructions, data structures, program modules, or other data in 
a modulated data signal such as a carrier wave or other transport mechanism and 
includes any information delivery media. The term "modulated data signal" means . 
a signal that has one or more of its characteristics set or changed in such a manner 
as to encode information in the signal. By way of example, and not limitation, 
communication media includes wired media such as a wired network or direct- 
wired connection, and wireless media such as acoustic, RF, infrared and other 
wireless media. The term computer readable media as used herein includes both 
storage media and communication media. 

[0065] Device 1 0 may also have input device(s) 24 such as keyboard, mouse, pen, 

voice input device, touch input device, etc. Output device(s) 26 such as a display, 
speakers, printer, etc. may also be included. All these devices are well know in the 
art and need not be discussed at length here. 

[0066] The methods that have been described can be computer-implemented on the 
device 10. A computer-implemented method is desirably realized at least in part as 
one or more programs running on a computer. The programs can be executed 
from a computer-readable medium such as a memory by a processor of a 
computer. The programs are desirably storable on a machine-readable medium, 
such as a floppy disk or a CD-ROM, for distribution and installation and execution 
on another computer. The program or programs can be a part of a computer 
system, a computer, or a computerized device. 

[0067] Conclusion 

[0068] It is noted that, although specific embodiments have been illustrated and 

described herein, it will be appreciated by those of ordinary skill in the art that any 
arrangement is calculated to achieve the same purpose may be substituted for the 
specific embodiments shown. This application is intended to cover any adaptations 
or variations of the present invention. Therefore, it is manifestly intended that this 
invention be limited only by the claims and equivalents thereof. 
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